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1. Introduction

Burton and South Derbyshire College (BSDC) aims to promote and support the responsible and extensive use of
information technology to enhance learning, research, and ongoing College operations. BSDC is dedicated to
protecting and safeguarding its learners and staff while they use these systems. This policy establishes a framework
for such usage and applies to all computing, communication, and networking facilities offered by any department
or section within the College. The items outlined in this policy are obligatory rather than merely recommendations
or guidelines. Violating the policy may result in disciplinary action against the individual(s) involved.

2. Authorisation and Acceptance
The use of the College’s IT services requires acceptance of this policy, which necessitates a signature before joining.
For staff, this is done through signing the employment contract and/or completing a Staff ID request form. For
learners, acceptance is confirmed via the completion of an enrolment form. Not providing a signature for this policy
does not exempt anyone from its obligations. By accepting the policy, individuals are authorised to use the College’s
IT facilities. Without acceptance, individuals will not be granted a computer user logon account, which could severely
impact their employment or academic progress. Upon starting employment or enrolling, individuals will receive a
username, password, to use during their time at the College.

3. Monitoring and Filtering
BSDC will implement suitable monitoring protocols for all IT services and facilities it offers, applying these protocols

to all users. Such protocols may involve logging, content checking, filtering, and occasionally recording.

Activity for: Establishing the existence of facts relevant to the business.
e Determining or demonstrating the standards to be met by those using the facilities.
e Preventing or detecting crime.
e Investigating or identifying unauthorised use of IT facilities and systems.
e Ensuring the efficient operation of IT facilities and systems.
e Ensuring compliance with this policy.
e Determining whether communications are relevant to the business (for example, when an employee is off

sick or on holiday, and written authorisation from a senior manager has been received).

The College may, at its discretion, implement additional logging, checking, and/or filtering as necessary, and may

refuse the transmission and/or receipt of certain data considered unacceptable under this policy. These monitoring
measures can function continuously or on an as-needed basis to ensure compliance with the policy.
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3.1. College Prevent Policy:

Prevent aims to stop people from becoming terrorists or supporting terrorism. Education, like other key sectors, has
a responsibility to promote values of openness, tolerance and facilitating free debate, which is central to being a
British Citizen. With the current government alert at severe (2017) the College needs to be aware of risks and raise
awareness within its community.

To help enforce the Prevent Strategy within the College, the following measures have been incorporated.
e Known extremist sites and content relating to Prevent are blocked for all staff and Learners using
regularly updated databases.
e The college system checks for keywords within searches and blocks access to inappropriate content,
preventing further use, while logging and reporting the activity.

4. Email & Instance Messaging Services

Access to and utilisation of the College electronic messaging services is permitted solely for legitimate purposes.
Limited personal use is acceptable, if it does not in any manner restrict or impair the normal operations of the
College or the availability of its resources and systems, aligns with its safeguarding policies, and is not of a
commercial or profit-making nature unless it is associated with a legitimate College endeavour and has received
prior authorisation from a senior member of staff.

Afiltering system is in place to safeguard the College network from security threats and spam emails. Consequently,
certain emails might be blocked from reaching the college mail server. If you believe an important email has been
blocked and you have a valid reason to access it, please reach out to the college Helpdesk.

Burton and South Derbyshire College retains the right to add any message or disclaimer to all email communications
sent to external addresses from the College’s email system.

Access to e-mail files will not be given to an unauthorised staff member unless approved by the IT Services, who will
use their discretion, in consultation with other senior College members.

Such access will typically only be granted in the following circumstances:
o Where a breach of the law or a serious violation of this or another College policy is suspected.
e When a documented and lawful request is received from a law enforcement agency, such as the police or
security services.
e Upon a written request from the relevant Head of Department (or more senior manager), if the managers or
co-workers of the individual require access to email messages or files to continue normal College business
and the individual is unable to provide them, access will be granted.

4.1. Acceptable Usage

The use of the College email system by staff and learners is permitted and encouraged, provided that such use
supports the goals and objectives of the institution and its learners.

When accessing and using the College email system, staff and learners must ensure that they:
e Remain vigilant when sending sensitive or private emails to mailing groups.
e Employ good housekeeping practices by ensuring that emails that are no longer required are permanently
deleted.
e Encrypt file attachments sent (outside of the organisation’s email system) which contain personally
identifiable data.
e Limit personal usage to an acceptable level.
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4.2. Unacceptable Use

The following activities are strictly prohibited for all staff and learners when using the College’s IT systems, services,
and devices:

Inappropriate Content and Communication

e Creating, accessing, storing, or transmitting offensive, obscene, or indecent images, videos, or materials,
including those that can be interpreted as such.

e Sending or sharing content intended to cause annoyance, distress, or unnecessary anxiety.

e Engaging in abusive, threatening, harassing, or bullying behaviour through any digital platform.

e Creating or distributing content that is discriminatory based on race, ethnicity, gender, sexual orientation,
marital status, disability, political views, or religious beliefs.

e Creating or sharing defamatory or false information.

e Transmitting material that is illegal or promotes illegal activity.

e Sharing deceptive or misleading information, including false claims.

Misuse of Resources
e Excessive or unreasonable personal use of College IT systems.
e Engaging in activities that damage, corrupt, or interfere with other users’ data or work.
e Violating the privacy of others, including unauthorised access to personal or confidential information.
e Republishing private messages without the sender’s explicit consent.
e Sending anonymous messages or concealing your identity in communications.
e Sharing or forwarding chain emails or spam.

Security and Data Protection

e Opening attachments or clicking links in unsolicited emails, which may lead to malware infections or
security breaches.

e Automatically forwarding College electronic messages to personal accounts or vice versa.

e Transmitting personally sensitive data externally without encryption. Such data must be added as an
encrypted attachment and never placed directly in the electronic message body.

o When emailing personal data internally, ensure distribution groups are accurate to prevent unauthorised
access.

Reputation and Compliance
e Using IT systems in a way that could damage the reputation of BSDC.
e Using College mailing lists for non-academic or unauthorised purposes.
e Staff must not auto-forward College electronic messaging services to third-party email services.

5. Internet Access and Usage

Access to internet services is permitted for legitimate business purposes. Limited personal use is acceptable,
provided that it does not restrict or impair normal college business operations, system availability, or resources,
aligns with current safeguarding policies, and does not serve a commercial or profit-making nature unless
associated with a legitimate college venture and authorised by a senior member of staff.

Internet transactions are logged for system maintenance and performance purposes and may be viewed by IT
technical staff in the course of their duties. Inappropriate Internet access, as identified, will be reported and
addressed through the disciplinary procedures.

Access to certain Internet content via the College network may be restricted due to the implemented filtering system,
which aims to protect young and vulnerable learners from harmful material and maintain an acceptable level of
network availability for all staff and learners. This filtering is not intended to disrupt access to content which may be
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required to undertake research for legitimate purposes. If you feel this to be the case, please speak to your course
tutor or senior manager, who will escalate this to the college Helpdesk for review.

5.1. Acceptable Usage

Use of the Internet by College staff and learners is permitted and encouraged where such use supports the goals
and objectives of the business and its learners. In accessing the Internet, staff and learners must ensure that they:

e  Comply with current legislation.

e Use the Internet in a responsible manner.

e Do not create unnecessary business risk to the College by the misuse of the Internet and the
associated networking resources.

e Only use cloud storage / online systems that have their data located within the European Union and
fully comply with data protection law when using identifiable or sensitive information.

5.2. Unacceptable Use

The following actions or behaviours are considered unacceptable:

e Using the Internet to send offensive, defamatory or harassing material to other users.

e Visiting Internet sites that contain pornographic material.

o Employing the internet to carry out any fraud, software piracy, or video and music piracy.

e Downloading of unauthorised or illegal software.

e The downloading, uploading or distribution of music, video, film, software or other material, for which
you do not hold a valid license or other valid permission from the copyright holder.

e Hacking or attempting to gain access to unauthorised areas which have not been specifically allocated
to the individual.

e Using or targeting college resources to negatively impact performance or generating a wider denial-of-
service.

e Undertaking deliberate activities that waste staff effort or networked resources.

e The deliberate or negligent introduction of any form of computer virus or other security-related exploit
into any College IT system or network.

e Using the college network or devices to probe or gain unauthorised access to any college or remote
network or system.

e Any use of messaging services, chat rooms, social networking sites, or blogs that might be perceived
by third parties as offering an opinion or conveying a negative impression of Burton and South
Derbyshire College, its staff, or learners is not permitted unless there is proper authorisation.

6. Computer Usage

Access to and use of the College's computer and networking services are permitted for legitimate business
purposes. Limited personal use is accepted, provided that it does not restrict or impair normal College business
operations or the availability of systems and resources, aligns with current Safeguarding policies, and is not of a
commercial or profit-making nature unless associated with a legitimate College venture, authorised by a senior
member of staff.

Remote connecting to college systems must be conducted in a secure environment, ensuring they are restricted to
authorised college staff and learners’ use. At no point should they be left unattended without appropriate security
measures being implemented, such as locking the session or applying a screen lock method to the device. Any
information contained within sessions, where any personal data should under no circumstances be saved to the
local drive(s) of the current device or any systems put in place to replicate data to the local drive(s) automatically.

The individual is personally responsible and accountable for all activities conducted under their username and will
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not permit any other individual to use their account. The password associated with a specific username must not
be disclosed to anyone, except for designated members of IT staff for the purposes of system support. Attempts to
access or utilise any username, email address, or file storage area that has not been explicitly allocated to the
individual may result in disciplinary action.

Every user is required to represent themselves at all times accurately and must not falsify, withhold, or manipulate
their information to impersonate another individual. Users should take all necessary measures to safeguard their
resources, ensuring that their passwords meet acceptable standards. Adhering to this guidance is essential;
neglecting it could be considered a violation of this policy. If you have any questions, please reach out to the IT
Helpdesk.

IT equipment not owned and supported by Burton and South Derbyshire College must not be connected to the wired
network without prior consent from the IT Services Department. Attempts to do so may lead to the spread of viruses
or malicious code, which will be considered a breach of this policy. Where wireless networking technology is available
in flexible working spaces, security prevention technology will be enforced automatically.

6.1. Unacceptable Use
The following is deemed unacceptable use or behaviour:

e The retention or distribution of material that is offensive, obscene, or indecent.

e Intellectual property rights infringement, including copyright, trademark, patent and design.

e Causing annoyance, inconvenience or needless anxiety to others through the use of College IT services
and systems.

e Attempts to gain unauthorised access or damage computer systems or data stored therein.

e Hacking or attempting to gain access to unauthorised areas which have not been specifically allocated
to the individual.

e Using or targeting college resources to negatively impact performance or generating a wider denial-of-
service.

e Actions which intentionally or unintentionally aid the distribution of computer viruses or other
malicious software.

e Actions intended to facilitate access to computers for which the individual is not authorised.

e Using the College network for unauthenticated access.

e Unauthorised resale or distribution of college equipment, services or information.

e The distribution or storage of music, video, film, software or other material, for which you do not hold
a valid licence, or other valid permission from the copyright holder.

e The publication on external websites of unauthorised recordings, e.g. of lectures.

e  Monitoring or interception of network traffic without permission.

e  Probing for active systems or security weaknesses of systems without permission.

e Attempting to gain access to other parts of the college network or systems for which you have not been
authorised.

e Associating any device to network Access Points, including wireless, for which you are not authorised.

e Non-academic activities which generate heavy network traffic, especially those which interfere with
the legitimate use of IT services or systems by other individuals.

e Excessive use of system resources, such as file storage areas, can lead to a negative impact on others,
especially when the issue has already been brought to an individual’s attention for remedial action.

e Frivolous and irresponsible use of college-owned computers where such activities interfere with the
legitimate use of IT services by others.

e The deliberate viewing and/or printing of pornographic images.

e Installing or running software that has not been approved by the IT Department.

e The creation of web-based content, impersonating official College business without express
permission.

e The use of data storage devices for copying software and material that is unlicensed, copyrighted or
not licensed to the college.
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e The copying of other people's websites, or other material without the express permission of the
copyright holder;

e The use of peer-to-peer networking solutions and related applications within the College.

e The intentional use of other people's material without their consent.

e Using an unencrypted mobile device to hold and transport personally identifiable or sensitive data.

o Deliberately attempt to circumvent or disable implemented security systems which might otherwise
place data at risk of exposure to unauthorised individuals.

e Saving personally identifiable or sensitive data to the local hard drive of a college-owned desktop or
mobile computing device without the presence of a data encryption solution.

e Leaving workstations logged in and unlocked whilst unattended.

e Intentionally jeopardising the integrity, performance or reliability of college computer equipment,
software, data and other stored information.

e Interfering or attempting to interfere with information belonging to or material prepared by another
individual without the express permission of the owner.

e Making unauthorised copies of information belonging to another user without the express permission
of the owner.

e The use of any software not installed on the computers by the IT Services department is not permitted
unless specifically authorised by an appropriate tutor or manager.

o Deliberately attempt to circumvent or disable implemented security systems which might otherwise
place data at risk of exposure to unauthorised individuals.

7. Telephony

The College provides desktop telephone handsets and mobile devices, utilising mobile telephony technologies for
legitimate business and/or health and safety needs, such as in the case of lone working.

While limited personal usage is permitted, it must not impede or interfere with normal College operations or the
availability/resources of the College's systems. Furthermore, such usage should adhere to the current Safeguarding
policies and must not be intended for commercial or profit-making purposes unless authorised through a legitimate
College venture, with prior approval from a senior staff member. Should there be any evidence of excessive personal
usage that does not comply with this Policy, the individual responsible will be required to pay for any excess call
charges and may face disciplinary action.

International dialling and premium rate services may be restricted. Where this is the case, the restriction may be
lifted following a request to the IT Helpdesk from the individual’s senior manager.

7.1. Acceptable Usage
Whilst using college-allocated telephone services, staff and learners (where appropriate) will ensure that:
e A professional and courteous manner is employed whilst using college-based telephony services.

e College allocated phones which employ voice mail are PIN protected, and the PIN is changed to
something unique.

e College-allocated phones that employ voicemail are checked daily while in the office.

e College-allocated smartphones and data devices, which are capable of receiving and storing College
information and data, must be protected by a PIN or password.

e Mobile devices and are to be used in a safe manner and accordance with Health and Safety advice.

e Appropriate basic security measures are employed to help minimise loss or theft of mobile devices and
permitted data storage device, both inside and outside the college.

o All college-owned mobile devices will be enrolled on the college’s Mobile Device Management (MDM)
solution to ensure compliance and enforce key security metrics.

e Any form of digital communication from a college-allocated telephony or data device is kept
professional and does not contain sensitive information. In the case of email or instance messaging
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services, please refer to the appropriate section of this policy.

e Report the loss or theft of a college-allocated mobile device or data device immediately to the IT
helpdesk.

e Care is taken when dialling telephone numbers to minimise costs relating to premium rate,
international numbers.

7.2. Unacceptable Use

The following is deemed unacceptable use or behaviour:

e Sending or transmitting information, which is deemed indecent, offensive, or threatening.

e Interaction with any mobile device whilst driving for college-related business. This includes the use of
a hands-free solution in line with the College Driving for Work policy.

e Notreturning college-allocated electronic devices or approved data storage devices once the individual
has left the employment of the college.

e Using a personally owned Smartphone or other data device configured with college data/information
or services, without employing a suitable security measure, such as a PIN or password.

e Deliberately deactivating or removing implemented security measures on a college-allocated
Smartphone or other such data device.

8. College Copyright Material

Any software, data, and/or paper-based information that is not generated by the individual and may be available
through the College's computing or communications resources shall not be copied or used without the permission
of the College or the copyright owner. It is the individual's responsibility to check the terms and conditions of any
licence for the use of this data or information and to adhere to them. Software, data and/or paper-based information
provided by the College may only be used as part of the user's duties as an employee or learner of the College or for
educational purposes.

The user must adhere to all licensing agreements for software entered into by the College. Any software or College-
owned data on a privately owned computer that has been licensed under a College agreement must be removed
immediately by the individual upon leaving their employment with the College or when their course has concluded.
In the case of private work and other personal data contained on college equipment, the College will not accept any
liability for loss, damage, injury, or expenses that may arise.

9. Disciplinary Action
In situations where there is a report or suspicion of a possible policy breach, the College's initial response will be to
act swiftly to prevent any continuation or recurrence of the breach. This may involve removing any unacceptable
material or stopping further exposure to potential security risks. Such actions will follow standard managerial
procedures and usually require coordination between the IT Services Department and the relevant members of the
College Management Team (CMT). Subsequent action will be as described below.

e Indications of non-compliance with this policy will be investigated in accordance with the provisions of
the College’s disciplinary procedures. This may entail reviewing data/information stored on or in
college systems.

e Depending on the findings of any such investigation, non-compliance with this policy will result in
appropriate disciplinary action being taken.

e When a criminal offence is suspected, the matter will be reported to the police so they can take
appropriate action.

The College reserves the right to take legal action against individuals whose actions result in the institution
becoming involved in legal proceedings due to their violation of licensing agreements and/or other contraventions
of this policy.
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10. Personal Data Handling & Security

All College staff members are responsible for the lawful and responsible handling, transportation, disposal, and
storage of personal data and documentation. Personal information is valuable and should be treated like any other
precious item. To protect our learners, business partners, and staff, it is vital to adhere to the specifics of this policy
in all situations, whether using computer or paper-based systems.

Personal data is classified as any information which directly or indirectly helps to identify a living individual. This
might include any single or combination of the following: Name, Address, Email address, Telephone Number,
Ethnicity, Date of birth, National Insurance Number, Bank Details, Training Records, Enrolment Details, Passport
Number, Place of Employment, Place of Study, Learner/Staff Identification, and Academic Performance Details.

It is important to note that a name alone may not be enough to identify an individual. An example would be John
Smith, where several people may share the same name. However, if this name is combined with a place of study or
address, this could then be classed as personal data. A combination of different information, such as gender,
ethnicity and work location, may very well enable you to identify a particular person from a larger group

10.1. Protection Personal Data

It is important that individuals review the type of information they handle within their working environment to help
identify what is classed as personal data in relation to this policy. Once this is done, the following points need to be
adhered to:

e Data/information should be retained in the system where it is protected, and exports should be
minimised where possible.

e Allfiles containing personal data are stored in a secure storage location to ensure data integrity.

e Personal data should have restricted access enforced.

o All allocated computers, laptops, virtual desktops and phones should be secured with a password or
PIN.

e |ID cards and other access devices should be held securely on one’s person or within a locked drawer
or cabinet when not in use.

e All mobile computing devices should be physically secured within a locked drawer or cupboard when
not in use and must be password-protected.

e  Staff should be vigilant about the positioning of computer screens to prevent unauthorised individuals
from viewing personal data. Please raise any concerns with your line manager or a member of IT
Services.

e Access to areas containing personal data should be restricted with door locks, keypads, or swipe cards
and secured when not in use.

10.2. Transport and Transmission of Computer-Based Personal Data

Consideration must be given when personal data is moved outside of the secure College environment and into an
uncontrolled area. The easiest way to prevent the loss or theft of this data is to utilise centrally provided solutions
that eliminate the need for this external movement. However, if it is deemed essential for this data to be transported
or transmitted, then the following points must be adhered to:

e Personal data should not be taken off-site unless authorised to do so by your program area manager
or department manager.

e Personal data should not be transmitted via a wireless network connection to or from a portable
computing device unless an encrypted wireless transmission protocol is used. Within the college, this
connection will be provided and secured by the IT Service department.

e If you transmit personal data over a home wireless connection, you must have the WPA protocol
configured as a minimum-security level on your home Wi-Fi connection. Ask your home network
supplier for additional information.
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e Users of mobile computing devices should be extra vigilant when transporting devices that contain
personal data to prevent loss, theft, or damage.

e Lost or stolen computing devices which may contain personal data should be reported as soon as
possible to the IT Helpdesk (Ext: 4444, email: helpdesk@bsdc.ac.uk

10.3. Reporting Suspended Violation and Concerns

Staff shall report security-related events, known or suspected violations, and inappropriate, unethical, and illegal
activities relating to the secure handling, storage, disposal or transfer of personal information. Staff shall contact
the Data Protection Officer at dp.officer@bsdc.ac.uk

10.4. What Support is Available?

If you handle personal information which is held in electronic form and require this to be transported off or between
sites, please contact the IT Help Desk on Ext: 4444, email: helpdesk@bsdc.ac.uk

10.5. Policy Supervision and Advice
The IT Services Department is responsible for the supervision of this policy. A senior member of the IT Services
Department will be designated as the person responsible for the ongoing management of the policy's enforcement.

This policy is not exhaustive and as new social and technical developments occur this will lead to further updates
to this policy. In the first instance, learners should address questions concerning what is acceptable to their course
tutor or supervisor. Staff should initially contact their respective Departmental Manager.

Legal Requirements
Individuals must comply with all relevant legislation including the following Acts of Parliament:

Copyright, Designs and Patents Act 1988 www.opsi.gov.uk/acts/acts1988/Ukpga_19880048_en_1.htm

Malicious Communications Act 1988 www.opsi.gov.uk/acts/acts1988/Ukpga_19880027_en_1.htm Computer Misuse
Act 1990

www.opsi.gov.uk/acts/acts1990/Ukpga_19900018_en_1.htm

Criminal Justice and Public Order Act 1994 www.opsi.gov.uk/acts/acts1994/Ukpga 19940033 en 1.htm

General Data Protection Regulation (GDPR)
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr,

Regulation of Investigatory Powers Act 2000 www.opsi.gov.uk/acts/acts2000/ukpga 20000023 en 1

Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000

WwWw.opsi.gov.uk/si/si2000/20002699.htm

Communications Act 2003 www.opsi.gov.uk/acts/acts2003/ukpga 20030021 en_1

Criminal Justice and Immigration Act 2008
www.opsi.gov.uk/acts/acts2008/ukpga 20080004 en 1
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Please ensure that you have read the Equality Impact Assessment guidance document before completin

this form.

Name of policy, procedure or practice Information Technology Usage and Data Handling Policy
Owner of policy, procedure or practice Director of IT
Status of policy, procedure or practice Final

Accessibility of policy, procedure
or practice

What are the main aims of the policy, procedure or practice?

All staff and learners

This document outlines the Information Technology Usage & Data Handling Policy at Burton and South
Derbyshire College, aimed at promoting responsible IT use while safeguarding learners and staff.

This policy establishes a framework for such usage and applies to al

Who does the policy, procedure or
policy, p computing, communication, and networking facilities offered by any

ractice cover? ) o
P department or section within the College.

How often is this policy, procedure

. . Bi-annuall
or practice reviewed? y

Is there a potential implication or barrier for a protected characteristic group?

YES/NO | What is the implication / Barrier?
Age NO
Disability NO
Ethnicity NO
Gender NO
Gender Re-Assignment NO
Marriage / Civil Partnership NO
Pregnancy / Maternity NO
Religion / Belief NO
Sexual Orientation NO

Tick

No potential implications or barriers exist for a protected characteristic group
associated with this policy, procedure, or practice. v




What evidence do you have for the conclusion of a potential implication or barrier for a protected
characteristic group? (none or comment)

none
What impact does this evidence show? Tick
Positive Impact v

Negative Impact
No Impact

Please provide brief details of involvements and consultations undertaken
to address negative impacts (none or comment)

None

Outline any changes made to the policy, procedure, or practice as a result
of consultations with stakeholders (none or comment)

None

Once completed, this policy, procedure or practice and EIA and any relevant supporting information should
be submitted to CMT for approval and inclusion on CollegeiP. Please list all supporting documents
submitted with this assessment here:

Name of Staff Completing E.l.A Fiona Hanson

Signature 2 ?*/%2 g ; i _

Date Completed 07/2025
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